NHdopmMaumnmoHHasa namsaTka ans obyyaroLmxcs
Onsa pasmMelleHna Ha opuumnanbHbiX IHTEpHeT-
pecypcax

C KaxkgblM rogoM MOSo4EeXM B UHTEPHETE CTaHOBUTBLCA GoNbLUE, a LWKONbHUKN OOHWN N3 CaMblX
aKTMBHbIX Nonb3oBaTenen PyHeTa. Mexay TeM, NOMMMO OrPOMHOrO KOJSin4yecTBa BO3MOXHOCTEN,
WHTEPHET HeceT 1 nNpobnembl. ITa NnamaTKa AOSMKHA NomoYb Tebe 6e3onacHo HaXo4MTbCA B
ceTw.

KomMmnbloTepHble BUPYChI

KomnbloTepHbIN BUPYC — 3TO pa3HOBUAHOCTb KOMMbIOTEPHbIX NPOrpamMm, OTAIMYUTENBHOM
0COBEHHOCTbBIO KOTOPOW SABMSETCS CMOCOOHOCTb K Pa3MHOXEHMUIO.

B nononHeHue K 9ToMy, BUPYCbl MOTYT NOBPEANTb UMK NOSTHOCTBI0 YHUYTOXUTL BCe (hbannbl 1
AaHHbIE, NOAKOHTPOSbHbLIE NONb30BaTESNO, OT UMEHM KOTOpPOro Bbina 3anylieHa 3apaéHHas
nporpaMmma, a TaKke noBpeanTb NN Aaxe YHUYTOXUTb OnepaumoHHy0 CUCTEMY CO BCEMU
darnamu B Lenom. B 60nbLINMHCTBE Cny4YyaeB pacnpocTPaHSTCA BUPYCbl YEPE3 NHTEPHET.

MeToab! 3aWmThl OT BPEOOHOCHbLIX NMporpamMmm:

1. Ncnonb3yn coBpeMeHHbIe OnepaumnoHHble CUCTEMBI, UMeKLLME CEPbE3HbLIN YPOBEHD
3aWmnTbl OT BPEOOHOCHbLIX NPOrpamm;

2. TloCTOSAHHO ycTaHaBnuBan nayTu (LMdpoBble 3annaTku, KOTopble aBTOMaTUYECKN
yCTaHaBMMBATCA C LieNbio 4opaboTkn nporpaMmmbl) 1 gpyrme o6HOBEHMSI CBOEWN
onepaumoHHon cuctemMbl. CkaunmBam Ux TONbKO C oduLmansHoro canta paspabotymka OC.
Ecnu cywecTtByeT pexum aBToMaTnyeckoro 0GHOBIEHUS, BKIOYM €rO;

3. Pabotai Ha cBoeM KOMMbIOTEPE MO NpaBamMu NONb30BaTenNs, a He agMuUHUCTpaTopa. JTO
He NOo3BONUT BOMbLUNMHCTBY BPEAOHOCHbLIX MPOrpaMm UHCTaNIMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. WNcnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbl U3BECTHLIX NPOU3BOAUTENEN, C

aBTOMaTn4yecknm obHoBneHnem 6as;

OrpaHuyb U3NYeCcKkUii 4OCTYN K KOMMNbIOTEPY AN NOCTOPOHHUX NNL;

Mcnonb3yi BHELLIHME HOCUTENN MHpOpMaLMK, Takue Kak prnewlka, Auck unmn dann mns

WHTEpPHEeTa, TONbKO N3 NMPOBEPEHHbBIX UCTOYHUKOB;

7. He oTkpbiBan KOMMbOTEPHbIE ddaKsbl, MONYYEHHbIE U3 HEHAAEXHbIX UCTOYHUKOB. [laxe Te
dannbl, KOTOPbIE NpUcran TBOW 3HAKOMbIN. Jlyylle yTo4HM y HEero, oTrnpasnsan nm oH Tebe
nx.

oo

Cetu WI-FI

Wi-Fi - aTO HEe BMA nepedayn gaHHbIX, HE TEXHOMOMMA, a BCcero nuwb 6peHa, mapka. Ewe B 1991
rogy Hugepnangckasi komnanus sapeructpmposana opeHg «WECA», 4to ob6o3Havano
cnoBocoyeTaHne «Wireless Fidelity», koTopbin nepeBoamTcs Kak «becnpoBogHas TOYHOCTbY.

[lo Hawero BpemeHn gowna apyras abbpesmartypa, KoTopasi ABMsIETCA TAKOW Ke TEXHONOIMEN.
9710 abbpesunatypa «Wi-Fi». Takoe Ha3BaHWe BbINIO AaHO C HAMEKOM Ha CTaHAapT BbICLUUNA
3BYKOBOM TexHUKn Hi-Fi, 4To B nepeBoge 03HavyaeT «BbICOKas TOYHOCTbY.

[a, becnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTENSAX U asponopTax sSABMAsSeTCA OTSINYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe akcnepThbl cunTatoT, 4to obwenoctynHble Wi-Fi
ceTn He aBnsaTcs 6e3onacHbIMN.

CoBeTbl No 6esonacHocTn paboTte B 0b6wenocTynHbix ceTax Wi-fi:

1. He nepepaBaii cBOK NUYHYO MHopMauuio Yepes obienoctynHole Wi-Fi cetn. PaboTtas
B HMX, XXenaTenbHO He BBOAUTb Naponun SOCTyNa, NOrMHbI U Kakne-To HomMepa;



2. Vcnonb3yn n obHOBNSAM aHTMBUPYCHbIE NporpamMmMbl U 6paHgmayep. TeMm cambiM Thl
obe3onacullb cebsi OT 3aKaykm BUpyca Ha TBOE YCTPONCTBO;

3. Tpwu ucnonbszosaHmum Wi-Fi oTknioum yHkumo « O6wmin ocTyn K dpannam n npuHTepam».
HaHHas dyHKUMSA 3aKpbiTa N0 YMONYaHUIO, O4HAaKO HEKOTOPbIE NOMb30BaTENN aKTUBUPYIOT
eé ons ynobcTea ncnonb3oBaHusa B pabote nnm yyebe;

4. He ncnonb3yn nyonuyHein WI-FI ana nepegaym nuyHbIX aHHbIX, HAnpuMep, Ans Bbixoda
B coumarnbHble CETU UMW B 3NEKTPOHHYIO MOYTY;

5. Wcnonb3yn TonbKo 3awmiieHHoe coeanHeHne Yyeped HTTPS, a He HTTP, T.e. npn Habope
Beb6-agpeca BBoAN UMeEHHO «https://»;

6. B mobunbHOM TenedoHe oTknoun dyHkumio «lMogkntoveHme k Wi-Fi aBTomatmnyeckmn». He
Aonyckan aBToMaTM4eckoro nogkniodeHns yctponcrtsea k cetam Wi-Fi 6e3 TBoero
cornacus.

CouunanbHble ceTu

CoumanbHble CeTV akTUBHO BXOAAT B HaLUY XWU3Hb, MHOTME Ntoan paboTatoT U KUBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH Munnvap Yenosek, 4To SBNAeTca 04HOM
ceabMOU BCEX XUTENen nraHeThbl.

MHorre nonb3oBaTenu He NOHUMALOT, YTO I/IH(*)OpMaU,I/IFI, pasMeleHHaa MM B coumnalribHbIX
ceTsax, MOXeT ObITb HanOdeHa U NCMONb30BaHa KeEM yroaHo, B TOM 4nclre He obsa3aTenbHoO ¢
onarumm HaMepeHUAMN.

OcHoBHble coBeTbl N0 6e30NacHOCTUN B coUMarnbHbIX CETSAX:

1. OrpaHunyb cnucok apysen. Y Teba B Apy3bsiX HE JOIDKHO ObiTb CNyYanHbIX N HE3HAKOMbIX
nogewn;

2. 3awmuian cBo YacTHYH XN3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA N OPYIYHO NMNYHYIO MHGOPMaLMIO. 3M0YMbILIEHHUKA MOTYT UCNOSb30BaTb JaXe
NMHOpMaLUUIO O TOM, Kak Tbl U TBOWM POAUTENN NAaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awumwan cBO penyTaumio - 4ePXN ee B YACTOTe 1 3aaBan cebe Bonpoc: xoten 6bl Thl,
4yTo6bl ApYr1e Nonb3oBaTeNu BUAENN, YTO Thbl 3arpyxaelb? MNogyman, npexae Yem 4YTo-
TO onybnukoBaTb, HanNUcaTb U 3arpy3unTb;

4. Ecnu Tbl rOBOPULLb C NIOObMU, KOTOPbIX HE 3Haellb, HE UCMOSb3yN CBOE pearibHOe NMSA U
APYryto JIMYHYI0 MHOPMaUUK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyee;

5. WN3beran pasmelueHnsa potorpacdun B IHTepHeTe, rae Tbl n3obpakeH Ha MECTHOCTU, MO
KOTOPOW MOXHO onpeaenuTb TBOE MECTOMOSOXEHNE;

6. lNMpwu peructpaunm B coumanbHOM ceTn HeoBXoaUMO UCNONb30BaTh COXHbIE MNAponu,
cocToswme n3 BykB N UMAdP M C KONIMYECTBOM 3HAKOB He MeHee 8;

7. [Onsa coumanbHON CeTU, NOYTbl U APYrMX CauToB HEOOXOAMMO MCMNONb30BaTb pasHble
naponu. Torga ecnu Te65 B3NoMatoT, TO 3M0YMbILUIIEHHUKM NONyYaT SOCTYN TOMbKO K
OLHOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbLbIE AeHbIM

ONEKTPOHHbIE AEHbIM — 3TO OYeHb YOOOHbIN cnocob nnatexen, ogHaKo CyLEeCTBYIOT
MOLLUEHHWKM, KOTOPbIE XOTAT NOSYyYnUTb 3TN OEHbIW.

3J'IeKTpOHHbIe OeHbrn noasBmsinCcb coBcemMm HeaaBHoO U MUMEHHO MN3-3a 3TON0 BO MHOIMMX
rocygapcrteax oo CMX nop He npornncaHo npo HMX B 3aKOHax.

B Poccuu e oHU OyHKUMOHUPYIOT 1 O HUX Y>Ke NPOMNMCcaHo B 3aKOHe, rae ux pasgensioT Ha
HECKOSbKO BUAOB — aHOHUMHbIE U HE aHOHWMHbIE. PasHuua B TOM, YTO aHOHUMHBbIE - 3TO Te, B
KOTOpbIX paspellaeTcsa NpoBoAMTb onepaumn 6e3 naeHtTudurkauumn nonb3oBaTens, a B
HEeaHOHUMHBbIX MAEHTUMMKALKNA NoNb3oBaTeNs ABnseTca 0b6a3aTenbHOMN.

Tarkke cneayet pasnuyaTb 3MEKTPOHHbIE dMaTHbIE AeHbIM (PaBHbI FOCYAapPCTBEHHBIM BantoTam)
N 3NEKTPOHHbIE HE(UATHbIE AEHbIM (HE paBHbl FOCYAapCTBEHHLIM BaroTam).

OcHoBHble coBeTbl N0 6e3onacHoi paboTe ¢ ANEKTPOHHBIMU AeHbramu:



1.

4.

MpmBsKM K cHETY MOBUMBbHLIN TeNedoH. OTO cambln YAOOHbIN U BbICTPbIN cnocob
BOCCTAHOBWUTb AOCTYN K cYeTy. [1prBsa3aHHbIN TenedoH NOMOXET, ecniv 3abyaellb CBoM
nnaTexHbl Naponb Unu 3anjellb Ha CauT C HE3HAKOMOro YCTPOUCTBA;

Mcnonbayi ogHopasosble naponu. Nocne nepexofa Ha yCUneHHyo aBTopusaumto tebe

YXKe He 6y,u,eT yrpoXxatb ONMaCHOCTb KpaXXn Ui nepexsaTta rniaTtexHoro napond;

Bbi6epu cnoxHbli naponb. MNMpectynHukam OyaeT He NpOCTo yragaTth CrIOXHbIA Naposib.
HapgexHble naponn — aTo Naponu, KoTopble cogepxaTt He MeHee 8 3HaKOB M BKITOYaloT B
cebsi CTpOYHbIe N NponUcHbIe BykBbI, LMMPbLI U HECKOSTbKO CUMBOSIOB, Takne Kak 3HakK

Aonnapa, yHTa, BOCKNUUATenbHbI 3HaK 1 T.n. Hanpumep, $tRONng!;;

He BBOAM CBOM NYHbIE AaHHbIE HA calTax, KOTOPbIM He JOBepsiELLb.

ANeKTpoHHas noyTta

OneKTPOHHas NoYTa — 3TO TEXHONOMMS U NPEAOCTaBNsieMble eto YCryrv No Nepechisike n
NOSYYEHUIO 3NEKTPOHHbIX COOBLLIEHWIA, KOTOPbLIE pacnpeaensitoTCs B KOMMNbIOTEPHOW CETH.

OObIYHO 3NEKTPOHHbIV MNOYTOBLIN ALLMK BbIFMAAUT CrieayoLwmm obpasom:
UMS_norb3oBaTensa@ums_aoMeHa.

Takxke KpoMe nepenaym NPoCToro Tekcta, UMeeTca BO3MOXHOCTb nepefasath hansibl.

OcHoBHble coBeThbl N0 6e3onacHon paboTe ¢ INEeKTPOHHOM NOYTOMN:

1.

Hapo BbIbpaTb NpaBusibHbIN NOYTOBLINA CEPBUC. B MHTEPHETE €CTb OrPOMHBIN BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO fyylle AOBEPSTb TEM, KOro 3Haellb, U KTO
nepBbIn B PENTUHTE;

He ykasbiBan B NIMYHON NOYTE NUYHYO MHopmaumto. Hanpumep, nydwe Bbibpatb
«My3blKanbHbIM_aHaTt@» nnu «pok2013» BmecTo «temal3»;

Mcnonb3yi AByxaTanHyo aBTopusaumnio. 310 Korga noMMMo Napons HYXKHO BBOOUTb KOA,
npucbinaembin no SMS;

Bbi6epu crnoxHbii naponb. [1ns kaxgoro no4ToBOro SlmMKa JOMMKEH ObiTb CBON
HaLeXHbIN, YCTONYMBBIN K B3fIOMY Napofb;

Ecnu ecTb BO3MOXHOCTb HanncaTb CaMmoMy CBOW NIMYHBIN BOMPOC, UCNOMb3yn 3Ty
BO3MOXHOCTb;

Mcnonb3yn HECKONBKO NOYTOBLIX ALWKMKOB. [1epBbi ANA YaCTHOW Nepenncku ¢
agpecaTtamu, KOTOpbIM Thbl AOBepsieLlb. OTO ANEKTPOHHbIN agpec He Hago UCMNoSb3oBaTb
npu pernctpaumm Ha doopymax n camTax;

He oTkpbiBan thannbl n gpyrne BNOXEHUSA B MUCbMaXxX Aaxke eCrivi OHU NPULLSIN OT TBOUX
apyaen. Jlydle yTouHn y HUX, OTNpaBnsnn nvm oHn tebe atn annsi;

Mocne okoH4YaHus paboTbl HA MOYTOBOM CepBUCE Nepes 3akpbiTUeM BKIaAKN C CanToM He
3abyab HaxaTb Ha «BbIATKY.

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesnibCTBO

KnbepbynnuHr — npecnegoBaHme CoobLEeHNSIMIN, coaepXKaLlMMmn ockopbneHus, arpeccutio,
3anyrmBaHue; XynmraHcTBO; counanbHoe O0MKOTUPOBaHME C MOMOLLIbIO Pa3fIMYHbIX UHTEPHET-
CEPBUCOB.

OcHoBHble coBeTbl Mo 6bopbbe ¢ kKnbepbynnMHrom:

1.

He 6pocaiicsa B 6o1. Jlyywimin cnocob: nocoBeToBaTbCs Kak cebss BECTU U, eCNu HET TOoro, K
KOMY MOXHO 06paTuTbCs, TO BHaYane ycrnokomTbcs. Ecnu Tbl HayHeLWwb oTBeYaTb
ockopbneHaMmM Ha OCKOPBeHNs, TO TONbKO eLle 6onblue pasoXKeLlb KOH(ANKT;
Ynpasnsu cBoen knbeppenytauyuen;

AHOHMMHOCTb B ceT MHMMas. CyLLeCTBYOT CNOCOObI BbISSICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

He ctonTt BeCTM XynuraHckumn obpas BUpTyanbHOW Xn3Hu. MHTEepHeET bmKcMpyeT BCe TBOU
AENCTBUS N COXPaHSAET UX. YaanuTb nx 6yaeT kpanHe 3aTpyaHUTENBHO;

Cobniogan cBon BUPTyaribHYHO YeCTb CMOSOAY;



6. UVrHopupyn eanHnyHbIn Heratme. OgHOpa30Bble OCKOPOUTENbHbIE COOOLLEHNSA Ny4LLe
urHopmpoBaTb. OBbIYHO arpeccus nNpekpallaeTcs Ha HayanbHoW cTaanu;

7. BbaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHNAMMN, B COLMANnbHbIX
CeTAX eCTb BO3MOXHOCTb ByIOKMPOBKM OTNPaBKM COOBLLEHMI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBnaeTenb knbepbynnuHra. TBon 4ENCTBUSA: BbICTYNUTb NPOTUB
npecregosaTens, nokasaTb eMy, YTO ero AeNCTBUSA OLLeHMBAKOTCS HEraTUBHO,
noagepXaTb XepTBY, KOTOPOW HY>XHa NCUXONOrnyeckasi NOMoLb, COOBLLNTEL B3POCHbIM O
hakTe arpecCcuBHOro NoBeAEHNSA B CETU.

Mob6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI M NNaHLWeTbl cogepxaT B cebe BnornHe B3pocnblii yHKUMOHAN, U
Tenepb OHWM MOTYT KOHKYPUPOBaTb CO CTaLMOHapHbIMKU kKoMMbloTepamn. OgHako, CPeacTB
3aLLmMTbl 4Ns NoA06HbIX YCTPOWUCTB NOKa O4YeHb Maro.

TeCTI/IpOBaHVIe 1 NMOUCK yFI3BI/IMOCTel7I B HUX MPONCXOOAUT HE TaK UHTEHCUBHO, KakK OJ14 MK, To xe
camoe KacaeTcsa U MOBUIMbHbIX I'IpVIJ'IO)KeHVIf/’I.

CoBpeMeHHble MobunbHble Gpay3epbl y)Ke NPakTUYeCKU AOrHaNM HacTorbHbIe aHanoru, ogHako
paclmpeHne yHKUuMoHana BrneyveT 3a cobom 60MbLUYH0 CIOXHOCTb U MEHbLUYHO 3aLULLEHHOCTD.

[laneko He Bce npon3BoaANTEITN BbllNMyCKatoT obOHoBIEHMS, 3aKpbiBawLwine KputTn4eckme
yA3BUMOCTU OJ14 CBOUX yCTpOIZCTB.

OcHoBHble coBeThbl Ansa 6e3onacHOCTM MOBUNbHOro TenedoHa:

1. Hwnyero He aBnsieTcs no-HacTodAweMy 6ecnnatHbiM. Byab ocTopoXxeH, Beab Koraa Tebe
npegnaratoT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT ObiTb CKPbITbl KakMe-TO NnaTHbIe YCIyru;

2. Oyman, npexae vyem otnpasutb SMS, ¢oTto nnmn Bngeo. Tbl TOYHO 3HaeLUb, rae OHu ByayT
B KOHEYHOM uTOre?

3. Heobxoanmo o6HOBNATH ONEpaLMOHHY CUCTEMY TBOErO CMapT(OHa;

4. WNcnonb3yn aHTUBMPYCHbIE NPOrpaMmbl Ansi MOBUNbHbLIX TeNedOoHOB;

5. He 3arpyxai npunoxeHusi OT HEM3BECTHOIO MCTOYHMKA, BEAb OHM MOTYT cogepXaTb
BPe4OHOCHOE nporpaMmMHoe obecneyeHune;

6. [Mocne TOro Kak Tbl Bbl4eLLb C canTa, rae BBOAUI NUYHYO MHGOPMaUUIO, 3anan B
HacTpownkn bpaysepa n yganm cookies;

7. Tlepmnognyeckn NnpoBepsn Kakne nnaTHble YCIyrn akTMBMPOBaHbI HA TBOEM HOMEPE;

8. [aBawn cBor HoOMep MOBUITbLHOIo TenedoHa TOMbKO NIOASAM, KOTOPbIX Thl 3HAELUb U KOMY
AoBepsieLlb;

9. Bluetooth gormkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nonb3yelbed. He 3abbiBan nHorga
NpoBepPATL 3TO.

Online vrpsbl

CoBpEeMEHHbIe OHMaNH-Urpbl — 3TO KPACOYHbIe, 3axBaTbiBaloLLMe pa3BrevYeHuns, oobeauHsioLLme
COTHM TbICSIY YEeroBEK N0 BCEMY MUPY. MIrpoKM nccrenytoT AaHHbIR MM Myp, obLiatoTest apyr ¢
APYroMm, BbIMOSHSOT 3afaHnsi, cpaXkaroTcsl C MOHCTPaMu 1 MonyYatoT onbIiT. 3a YA0BObLCTBME
OHM NNaTAT: NOKynatT AUCK, ONnavnBaroT aboHeMEHT Unu npuobpeTatoT Kakne-To onuum.

Bce atun cpencrtea Moyt Ha nogaepxXxaHne n pasenTtne Urpbl, a Takke Ha camy ©e3onacHoCTb:
COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPM3aLI, BblilMyCKAOTCA HOBbIE NATYU (LI,I/Id)pOBbIe 3annaTtku
and nporpaMM), 3aKpbIiBakOTCA yA3BUMOCTU CEpPBEPOB.

B nogoGHbIx nurpax CtouT ornacaTtbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpPpaXXun TBOEro
naposid, Ha KOTOPpOM OCHOBaHa CUCTEMa aBTOpU3aLlnn bonblMHCTBA nrp.

OcHoBHble coBeTbl N0 6e30NacCHOCTN TBOErO UrpoBOro akkayHTa.

1. Ecnwn gpyron urpok Beget cebsi nnoxo nnm co3gaet Tebe HenpusTHOCTU, 3abBnoKMpyn ero
B CMMCKE UIPOKOB;



N

[Moxanyncsa agMuHUCTpaToOpaMm Urpbl Ha NSIOX0e NOBeAEHWE 3TOro Urpoka, xxenaTesibHo
NPUNOXUTb Kakne-To AokasaTenbCcTBa B BUAE CKPUHOB;

He ykasbiBan NUYHy0 MHpopmMaumio B npodansie urpbl;

YBaxaun apyrnx ydacTHMKOB NO Urpe;

He yctaHaBnuean HeoduumansHble Natim 1 Moabl;

Micnonb3ymn crnoXHble 1 pasHble naponu,

[axxe BO BpeMa Urpbl He CTOUT OTKMNOYAaTb aHTMBUPYC. [1oka Thbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apa3sunThb.

Nookw

PULWINHT Unn KpaXxa NMUYHbIX AaHHbIX

O6blyHOM Kpa>|<el7| AeHer n JOKyMeHTOB CerogHA yxe HMKOro He yaunsuilb, HO C pa3BUTUEM
MHTepHeT-TeXHOﬂOFMVI 3JTIOYMbILLJITEHHUKN NepeMeCTUITMCb B UHTEPHET, 1 NPOAOIDKAKOT
3aHUMaTbCS «NIONUMbIMY» AEOM.

Tak nosBunack HoBas yrpo3a: UHTePHET-MOLLUEHHMYECTBa UNW OULLKHT, rraBHas Lefb KOTOpPOro
COCTOMT B NOSy4eHnn KoOHpunaeHumanbHbIX JaHHbIX NoNnb3oBartenier — NormHoB 1 naponen. Ha
aHrnunckom s3bike phishing untaetca kak guwmHr (ot fishing — peibHasa noens, password —
napornb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLNHIOM:

1. Cnegu 3a cBouM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTo TBOS aHKeTa bblna B3nomaHa,
TO Heob6xoanmo 3abnoknpoBaTb €e U CoObLWNTL agMUHUCTPaTopam pecypca 06 3ToM Kak
MOXHO CKopee;

2. Wcnonb3yn 6e3onacHble BEG-CanThbl, B TOM YMCIE, MHTEPHET-Mara3mHoOB U NOMCKOBbLIX
cucTem;

3. Wcnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebsa B3nomatoT, TO
3M10YMbILUAEHHUKN NoyYaT AOCTYN TONbKO K OAHOMY TBOEMY NPOodusio B CETU, a HE KO
BCEM;

4. Ecnwu Tebsa B3nomanu, To HeobxoanMo npeaynpeanTb BCeEX CBOMX 3HAKOMbIX, KOTOpbIe

nobasneHbl y Tebs B Apy3bsiX, 0 TOM, 4TO TeBA B3fioManu 1, BO3MOXHO, OT TBOEro UMEHM

OygeT paccbinaTtbCa cnam 1 CCbIfNKM Ha PULLMHIOBbLIE CaunThl;

YctaHoBu HagexHbii naponb (PIN) Ha MobunbHbIN TenedoH;

OTkrtoun coxpaHeHue napons B 6paysepe;

He oTkpbiBan hannbl 1 gpyrve BNOXeEHUs B MMCbMax Aaxke ecinv OHW NPULLN OT TBOUX

apysen. Jlydwe yTo4YHU Yy HUX, OTNpaBnsnn num oHn tebe atn annsi,

No o

LUudpoBas penyrauus

LindppoBas penytaums - 370 HeraTMBHas Uiy NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupytowasa nHdpopmMmauusi, pasmeLleHHas B UHTEPHETE MOXET cepbe3HbIM 06pa3om
OTPa3snTbLCHA Ha TBOEW peanbHOWN XXN3HW.

«Uundppoas penytaumnsay - 3To TBOM UMUK, KOTOPbIN hopmupyeTcs U3 nHpopmaumm o tebe B
WUHTEpHeTE.

TBOE MECTO XNUTenbCTBa, y4ebbl, TBOE (hMHAHCOBOE MONOXEHNE, 0COBEHHOCTU XapakTepa u
pacckasbl 0 65M3KMX — BCe 3TO HakannMBaeTcs B CETW.

MHorne nogpoCTKMN NErKOMbICIIEHHO OTHOCATCS K Ny6nukaumMm nniHon nHdopmMmauum B
NHTepHeTe, He NOHMMAas BO3MOXHbIX MOCNeACTBUN. Thl Aaxe He CMOXellb AoragaTtbCs O TOM,
4yTO poTOrpadusi, pasMmeLLleHHasa 5 nNeT Hasag, ctana NPUYNHON oTKasa NPUHATL TebA Ha
paborTy.

KommeHTapuu, pasmeLlleHme TBomx dpotorpadoum n apyrme AenNcTBms MOryT HE UCHE3HYTb Jaxe
nocne Toro, Kak Tbl UX yaanuub. Tbl He 3HaeELLb, KTO COXpaHuUn 3Ty MHopmMauuio, nonana nm
OHa B MOWCKOBbIE CUCTEMbI M COXPaHWUMNAch N OHa, a rMaBHOE: YTO NoAymMaloT o Tebe
OKpyXatoLlee noau, KoTopble HanayT U yBUOAT 3T0. Hantn nHdopmauunio MHOro et CnycTd



CMOXeT Nbon — Kak n3 4obpbix NOBYKAEHUN, Tak N C HAMEPEHUEM NPUYNHUTL Bped. OTO MOXeT
ObITb KTO YrogHo.

OcCHOBHbIE COBETLI MO 3aLMTe LMGPPOBON penyTaunn:

1. Togyman, npexae Yyem 4To-To Ny6nukoBaTb N NnepenaBaTb y cebsa B 6rore nnu B
coumarnbHON CeTu;

2. B HacTporkax npounga ycTaHOBM OrpaHUYeHnsa Ha NPoCMOTp TBOEro npodmna un ero
COLEPXMMOro, caenan ero ToNbKo «4Na Apy3eny;

3. He pasmellan n He ykasbiBai MHpOpMaLUIo, KOTopasi MOXeT KOro-nnbo ockopbnsaTb nnm
obmxathb.

ABTOpCKOe npaBo

CoBpEeMEHHbI€ LLKOMbHUKN— aKTUBHbIE NOSb3oBaTenu UndpoBoro npoctpaHcTea. OaHako
[aneko He BCe 3HaloT, YTO Mofb30BaHWE MHOMMMW BO3MOXHOCTSIMU LMEPOBOro Mypa TpebyeT
cobntoaeHust NpaB Ha MHTENNEeKTyanbHYyl0 COGCTBEHHOCTD.

TepMUH «MHTENnNeKTyanbHag COBGCTBEHHOCTb» OTHOCUTCA K PasfnyHbIM TBOPEHUSM
4YeIoBEYECKOro yma, HaumHasi C HOBbIX M300peTeHMIN 1N 3HAKOB, 0603Ha4aoLNX COBCTBEHHOCTb
Ha NPOAYKTbl U YCIyrn, 1 3akaH4mMBas KHUramm, potorpadmnamm, KnHomnbeMamm un
MYy3blKanbHbIMU MPOM3BEOEHUAMMU.

ABTOpCKME NpaBa — 3TO NpaBa Ha MHTENNEeKTyanbHYy COOGCTBEHHOCTb Ha NPOU3BEAEHMS HAYKW,
nuTepaTypbl U UCKYCCTBA.

ABTOpPCKME NpaBa BbICTYNaoT B KAYECTBE rapaHTMM TOro, YTO MHTENNEKTYyarnbHbI/ TBOPYECKUIA
Tpya aBTopa He OyaeT HanpacHbIM, AacT eMy cripaBeAnMBble BO3MOXHOCTU 3apaboTaTh Ha
pesynbTaTax CBOero Tpyaa, nony4ymTb U3BECTHOCTb U NPU3HAHME.

HukTo 6e3 paspelleHns aBTopa He MOXET BOCNPOU3BOAUTL €ro NPou3BeaAeHue,
pacnpocTpaHsaTb, NyGNNMYHO AEMOHCTPMpPOBaTh, NpoAaBaTh, MMMOPTMPOBaThL, MyckaTb B NpoKar,
ny6rMYHO UCMOMHATbL, NOKa3bIBATL/UCMONHATL B achmpe nnm pasmellatb B MIHTepHeTe.

Mcnonb3oBaHWe «NpaTckoro» NporpaMMHOro oGecnevyeHnst MoXeT NPMBECTU K MHOTMM pUCKaM:
OT NOTEPU AaHHbIX K TBOUM akkayHTaM 40 GrIOKMPOBKM TBOErO YCTPOWCTBA, FAe YCTaHOBMNEHHbIN
He nerarnbHas nporpaMmmMa. He ctouT Takke 3abbiBaTh, YTO CYLLECTBYET NeranbHbIe U
6ecnnaTtHble NporpaMMbl, KOTOPbIE MOXHO HaWTK B CETW.

O nopTrane

CEeTEBUYOK.PpO — TBOW rMaBHbIA COBETYMK B ceTU. 34eCb Tbl MOXeLLUb y3HaTb 0 6e3onacHoCTH B
CETU NOHATHLIM U AOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUN KPUTUYECKOW CUTYaLUn
ob6paTUTLCA 3a COBETOM. A TakKe MPUHATbL y4acTe B KOHKYpcax M CTaTb CaMbiM LN(POBbLIM
rpakgaHnHom!

MaTepI/IaJ'IbI npeacrtaBJi€Hbl Cﬂeﬂ,CTBeHHOFO kKomuteTa Poccuimnckon q)eﬂ,epaLl,l/ll/l.


http://сетевичок.рф/

